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Background and Objective: The unknown nature of future cyber
threats, along with the rapid growth of emerging technologies and
the intertwining of the command and control network with
cyberspace, has created major vulnerabilities in the future in the
cyber environment.

Methodology: Given that the results of this research are useful in
improving and perfecting the behaviors, methods, and tools used
by the army's command and control network cyber assets, the type
of research is an applied article and its implementation method is
descriptive, analytical, and with a mixed approach.

Findings: After analyzing the data obtained from the
environment, internal environmental factors (10 strengths, 14
weaknesses)and external environmental factors (6 opportunities,8
threats)were identified and the corresponding strategies were
calculated using a paired matrix table.

Conclusion: Applying three cybersecurity strategies (using a
separate and secure communication infrastructure, changing the
approach from technological dependence to independence, and
changing the approach to implementing a comprehensive,
integrated, exclusive network instead of its multiplexing) can
protect command and control network from unknown
vulnerabilities.
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Extended Abstract

Background and Obijective:

Cybersecurity is the process of increasing security and minimizing cyber risks
through proactive, objective measures to prevent, detect, and respond to
threats posed by domestic and foreign actors, including governments and
mercenaries, spies and cyber terrorists, organized cyber criminals, and so on.
(‘Yazdani Chaharborj, 2019: 75)

The concern was that focusing only on the aforementioned categories may
lead to mental persuasion; in reality, a serious threat may exist, but it remains
beyond our superficial view and may disrupt the normal situation in the
future. However, as long as the mind does not perceive it, it does not
understand the threat correctly, and practically no damage is achieved in
terms of security, and it brings a false sense of security. Therefore, the
objective issue of cyber protection should be prioritized so that, if the mind
of the perpetrator creates a false sense of "no threat" in the future, and with
the practical technical measures foreseen, major damage can be prevented. In
this research, identifying cyber protection strategies for command and control
was considered the main goal. The importance of this research can be
considered to help respond appropriately to some of the future cyber threats,
develop theoretical foundations for the pathology of command and control
cyber networks, and move in the right and safe direction to prevent protection
failure and strategic surprise. Because the failure to implement this research
may reduce the functions of the command and control network in the future
and create uncertainty about the health of the networks, it was necessary to
conduct this research.

In the background of this research, there are guidelines and manuals extracted
from research related to cybersecurity by technology-rich countries or
international institutions at the global level, but with the specific conditions
of our country in its dependence on those countries in terms of equipment and
technology, adherence to the implementation of the provisions of these
documents is not enough to create the security of cyber assets. Given that
cyber protection precedes cyber security and that tangible and objective cyber
protection measures can cover the negligence caused by the margin of
subjective security in the illusion of cyber security, it was necessary to
examine the discussion of cyber protection on a case-by-case basis in the field
of command and control. Therefore, by determining the overall goal of
"Cyber Protection Strategies for the Command and Control Network," this
research was conducted, and its results were scientifically presented in the
form of cyber protection strategies so that, by implementing these strategies
step by step over the next ten years, the command and control network will
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be protected from the harm of unknown future vulnerabilities and negligence
caused by the halo of false subjective cyber security.

Methodology:

The present study is an applied research that employs a descriptive—analytical
research method with a mixed-methods approach. In the qualitative section,
qualitative analysis methods and expertise assessment were used to document
cybersecurity knowledge, and the axes of this documentation were examined
by referring to upstream documents, documents, and strategic security
measures of different countries, and concepts were extracted. Then, using the
expertise assessment method, the theoretical framework and models related
to the research variables were studied, and important and influential issues on
cybersecurity were examined. In the quantitative part, after the dimensions
and components of cyber security were identified, a researcher-made
guestionnaire consisting of 4 dimensions, 22 components, and 65 initial items
(but ultimately 14 components and 39 items were confirmed) was designed
as a five-option Likert scale, and after carrying out the validity and reliability
stages (determining the validity and reliability of the questionnaire questions
using Cronbach's alpha coefficient), it was distributed to 59 people,
considering the limitations of the statistical population: 1- faculty of defense
universities, 2- specialists and those with scientific influence in the cyber
field, 3- experience in the field of command and control, and the sampling
results were analyzed in the form of a complete census and using quantitative
methods, descriptive statistics, and SPSS software. To achieve validity, first
by studying texts, doctoral theses, research reports, strategic documents,
reference models, and after taking advantage of the opinions of respected
professors, obtaining the opinions of experts and interviewing experts to the
point of theoretical saturation, the dimensions and components of cyber
security were extracted and taken into account and approved in the
development of the initial questionnaire and the final adjustment. In order to
ensure the reliability of the documents, the data obtained from various sources
were matched with each other and with the opinions of the interviewed
experts, so that their convergence with the theoretical framework was
matched and the validity of the sources was confirmed. For the reliability of
the questionnaire, the Cronbach's alpha coefficient of the Likert scale
questionnaire was calculated using SPSS software. The results of this
calculation were all greater than 0.6, indicating the stability of the items. In
the strategy census using the SWOT analysis model, first, in the form of a
questionnaire, the internal factor evaluation (IFE) and external factor
evaluation (EFE) tables were formed; the current and desired position was
determined; and the strategy was adapted.
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Findings:

Following the analysis, 10 strengths and 14 weaknesses were identified from
the internal environmental factors, while 6 opportunities and 8 threats were
identified from the external environmental factors. Also, using statistical data
from the questionnaire and inferential statistics techniques, and examining the
average rank and T-test, the impact of the dimensions (prevention, detection,
response and incident management), along with the components and 39
related indicators that were identified equally in the cybersecurity of the
command and control network, was summarized.

According to the numbers that were calculated for the current and desired
status in the internal and external factors assessment tables.The current
situation is in the defensive quadrant, and the desired situation is in the
offensive quadrant. The current situation shows that there are more
weaknesses than threats in the cybersecurity category of the command and
control network. This means that the vulnerabilities of the command and
control network have the ability to absorb threats. The current state of the art
is not in a favorable condition and must be strengthened. Therefore, the
command and control network must abandon the past approach to achieve the
desired state of cyber protection. The desired state was also more focused on
opportunities, and the forces did not have a high weight. In the current
situation, the desired state shows that the forces do not have the ability to hunt
for opportunities. Therefore, if we want to reach the desired point and
improve the cyber protection of the command and control network to improve
and reach the ideal point, the forces must be strengthened. At the same time,
in addition to repelling future cyber threats, special attention must be paid to
using opportunities.

Conclusion:

Based on the current state matrix of cyber security of the command and
control network and the analysis of the status of these factors, as well as the
expected desired state for achieving cyber security of the command and
control network and staying safe from unknown future vulnerabilities, after
identifying fifteen general strategies, three main strategies were summarized
with attractiveness scores as follows:

1 Using a separate, independent, and secure communication infrastructure
from public telecommunications for the command and control network

2 Changing the approach from technological dependence to independence

3 Changing the approach to implementing a comprehensive, integrated,
exclusive network instead of a multitude of island networks and equipment
with different brands.
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