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Background and Objective: The rapid integration of information
technologies into the operational domains of land, sea, air, and space has
transformed the battlefield into a multilayered, data-driven environment
that depends on human-machine interaction. The cyber range, as a critical
infrastructure, enables force training, doctrinal testing, and improved
decision-making. The objective of this study is to analyze the effects of
the physical, virtual, and command/management layers on the
effectiveness of the cyber range.

Methods: This research is descriptive in nature and employs a mixed-
methods approach. The qualitative analysis involved reviewing
specialized documents and conducting expert interviews. The quantitative
analysis was carried out using correlation analysis and multivariate
regression in order to determine the extent to which each layer influences
the dependent variable.

Findings: The results indicate that the physical, virtual and
command/management layers all have positive, direct, and statistically
significant relationships with the cyber range. The physical layer, with the
highest standardized beta coefficient, was identified as the strongest
predictor, emphasizing the critical role of infrastructure and hardware in
ensuring realism and stability. The virtual and command layers
respectively contribute to enhancing interactivity and the effective
utilization of the range. The coefficient of determination (R? = 0.941)
demonstrates the high explanatory power of the proposed model.
Conclusions: The success of cyber ranges requires integration and
synergy among all three layers. These findings suggest that the design and
development of cyber ranges are not only a technological necessity, but
also a strategic imperative for readiness, deterrence, and superiority in
future multi-domain warfare.
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Extended Abstract

INTRODUCTION
The research problem addresses the growing inadequacy of traditional

wargaming models in representing the multi-domain and cyber-integrated
nature of contemporary warfare. With cyberspace emerging as a decisive
arena influencing command, control, perception, and decision-making
processes, failure to incorporate cyber dynamics results in strategically
misleading outcomes. This study is significant because it proposes a
reconceptualized cyber wargaming framework capable of simulating
cognitive, informational, and infrastructural interactions within future
conflict environments. By integrating cyber variables into scenario design and
decision matrices, the research enhances predictive accuracy, supports
doctrinal innovation, and strengthens the capacity of military decision-makers
to anticipate and manage complex, hybrid threats.

METHODOLOGY

This applied study employed a descriptive mixed-methods design integrating
grounded theory and quantitative correlation—regression analysis. Qualitative
data were collected through semi-structured interviews with ten purposefully
selected experts in cyber operations and wargaming, complemented by a
comprehensive documentary review of scientific sources. The data were
systematically analyzed in ATLAS.ti using the Strauss and Corbin coding
paradigm, including open, axial, and selective coding, leading to the
development of a conceptual model. For quantitative validation, a Likert-
scale questionnaire was distributed among 77 specialists. Content validity
was confirmed using Lawshe’s CVR method. Statistical analysis in SPSS
included multiple linear regression, ANOVA, and standardized beta
coefficients to determine the strength and direction of relationships among
variables.

RESULT

The qualitative analysis, conducted through a grounded theory approach,
revealed that the effective design and implementation of a cyber training field
for wargaming purposes is fundamentally dependent on a systematic, multi-
layered, and interconnected structure. Through line-by-line and concept-by-
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concept coding of expert interviews and technical documents, a
comprehensive set of open codes was initially generated across four principal
dimensions: the physical layer, virtual layer, managerial-command layer, and
the cyber training field itself. These codes reflected the essential
infrastructural, technological, organizational, and operational components
required for an advanced cyber-enabled wargaming environment.

After validation using Lawshe’s Content Validity Ratio (CVR), a refined set
of indicators was retained, including eleven key factors in the physical layer,
twenty-one in the virtual layer, twenty-three in the managerial/command
layer, and nine core elements defining the cyber training field. The
distribution and complexity of the codes indicated that while the physical and
virtual layers provide the technological backbone of the system, the
managerial/command layer plays a central integrative and coordinating role
in ensuring operational coherence, scenario control, strategic alignment, and
performance assessment.

Quantitatively, the multiple linear regression model demonstrated a
remarkably strong relationship between the three independent variables and
the dependent variable. The multiple correlation coefficient (R = 0.970) and
coefficient of determination (R? = 0.941) confirmed that 94.1% of the
variance in the cyber training field could be explained by the combined
influence of the physical, virtual, and managerial layers. The adjusted R2
(0.938) further indicated that the model was not affected by overfitting and
retained substantial explanatory power.

The ANOVA results (F = 385.523, p < 0.001) verified the overall statistical
significance of the model, rejecting the null hypothesis and confirming that at
least one of the independent variables significantly predicts the dependent
variable. Analysis of standardized beta coefficients demonstrated that the
physical layer exerted the greatest influence (B = 0.748), followed by the
virtual layer (B = 0.192) and the managerial/command layer (f = 0.139).
Although differing in magnitude, all three variables exhibited a significant
and positive effect on the cyber training field.

These findings highlight that, despite the strategic and organizational
importance of command structures, robust physical infrastructure—including
hardware, network architecture, and secure environments—remains the most
critical driver for creating an effective cyber wargaming platform. The
conceptual model derived from this mixed-methods analysis provides a
validated, empirically grounded framework for the design of next-generation
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cyber training fields capable of supporting complex, multi-domain, and
future-oriented wargaming scenarios.

DISCUSSION and CONCLUSIONS

Rapid advancements in information technologies and their integration across
land, sea, air, and space domains have fundamentally transformed the nature
of warfare, rendering the battlefield a multi-layered, complex, and data-driven
environment dependent on continuous human—machine interaction. In this
context, the cyber training field has evolved beyond a mere educational
environment into a strategic platform for force preparation, doctrine testing,
response evaluation, and decision-making enhancement under uncertainty.
Qualitative findings indicate that the cyber training field functions as a multi-
dimensional ecosystem where physical infrastructures, software
architectures, network systems, data, scenarios, control mechanisms,
command structures, and human behavior operate in a coordinated and
integrated manner. The field achieves its role as a “strategic laboratory” only
when structural alignment and synergy exist among the physical, virtual, and
managerial/command layers.

Quantitative analysis using correlation and multiple regression confirmed that
all three independent variables—physical layer, virtual layer, and
managerial/command layer—exert a positive, direct, and statistically
significant effect on the effectiveness of the cyber training field. Among
these, the physical layer emerged as the strongest predictor (standardized p =
0.748), emphasizing the critical role of robust hardware, network
infrastructure, processing systems, sensors, and simulation devices in
establishing a reliable and operationally realistic field. The virtual layer
contributes to realism and adaptability by supporting dynamic scenarios,
intelligent tools, and interactive simulations (B = 0.192). While the
managerial/command layer displayed the lowest beta value (B = 0.139), its
significance underscores the indispensable role of human decision-making,
hierarchical coordination, scenario management, and post-operation analysis.
The high coefficient of determination (R? = 0.941) demonstrates that the
integrated model explains over 94% of the variance in the cyber training field.
Overall, these results highlight that a strategic, multi-layered, and coordinated
design is essential to maximize the operational effectiveness and strategic
value of cyber wargaming platforms for future multi-domain conflicts.
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2 -SCADA: Supervisory Control and Data Acquisition
3 -Cyber-Physical Systems (CPSs)

4 -Internet of Things (10T)
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