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cognitive warfare manifest at two major levels: as victims and as active

Keywords: agents. Cultural structures, policy orientation, and the level of cognitive
Cognitive literacy emerged as the principal driving forces shaping these divergent
Warfare, Women,  futures.

Futurology, . Conclusion: The findings emphasize that enhancing women's cognitive
gglt;;irg\IISecurlty, literacy, advancing supportive cultural and educational policies,
Regilience establishing intelligent monitoring systems, and fostering inter-

institutional collaboration are critical for effectively countering hybrid
cognitive threats. Neglecting women's strategic capacity in this domain
may result in heightened psychological vulnerability, weakened social
cohesion, and reduced national cognitive resilience.

Cite this article: Kerdari, S. Vaezi, ,, Nadi, H. ,, Future Studies of Cognitive Warfare with a
Focus on Women in Light of Historical Evolution. Defensive Future Studies.
10(39), 165-202

DOI: https://doi.org/10.22034/dfsr.2025.2067213.1928

(7~ el Publisher: IRI Military Command and Staff University
[

T


https://orcid.org/0009-0007-5867-6854
mailto:kerdarisomayeh@ut.ac.ir
mailto:mvaezi@ut.ac.ir
mailto:hrnadi1347@gmail.com
https://doi.org/10.22034/dfsr.2025.2067213.1928
https://orcid.org/0009-0005-3646-2965
https://orcid.org/0009-0007-9833-6256

Foresight of Cognitive Warfare with a... / Somayeh Kerdari et al 166

Extended Abstract

Introduction

In recent decades, the rapid expansion of digital technologies, artificial
intelligence, data mining, and social networks has led to the emergence of
novel security threats. In these new contexts, cognitive control over minds,
perceptions, and decision-making processes has gradually replaced physical
domination over territories. One of the most complex and multilayered
manifestations of such threats is Cognitive Warfare—a sophisticated form of
hybrid war that is rapidly expanding worldwide. This type of warfare employs
narrative construction, information manipulation, emotional triggering, and
public opinion engineering to shape individual and collective behaviors,
posing a strategic threat to national security and social cohesion (Claverie &
du Cluzel, 2022).

Among the primary targets and potential agents in this war are women, who—
due to their social, educational, cultural, and identity-building roles—have
become central figures in either strengthening or undermining societies’
cognitive resilience. Historical experiences reveal a dual role of women in soft
warfare: either as passive, manipulated tools in identity distortion projects or
as active agents of cultural resistance. However, what has been overlooked by
many policymakers is the futures-oriented analysis of women’s roles in
cognitive warfare and its long-term implications for national and cultural
security.

This study, therefore, seeks to fill this gap by integrating historical analysis,
theoretical frameworks of cognitive warfare, and futures studies methods—
particularly scenario planning—to identify and evaluate potential future
trajectories of cognitive warfare with a focus on women. The aim is to develop
practical recommendations to empower women cognitively and strategically
in the face of hybrid threats.

Methodology

This research is an applied futures study that aims to explore the historical
evolution of cognitive warfare with a gendered perspective and to generate
plausible future scenarios regarding women’s roles in this domain. Futures
studies, in general, pursue three key objectives: (1) anticipating potential
futures, (2) analyzing and assessing different future possibilities, and (3)
designing desirable futures (Minkkinen, 2019).
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The methodology adopted in this study combines historical analysis, expert
interviews, and scenario planning using the Cross-Impact Analysis
technique. Initially, eight main driving forces (drivers) of cognitive warfare
targeting women were extracted through a systematic review of historical
documents, strategic cultural reports, policy papers, and contemporary
literature.

A semi-structured questionnaire was developed based on these drivers and
validated through interviews with eight subject-matter experts in the fields of
strategic foresight, defense studies, women’s studies, and operational
planning. These experts were affiliated with institutions such as the University
of Tehran and the Supreme National Defense University (DAFOQS). The data
collected were analyzed using Scenario Wizard software to map
interdependencies and develop internally consistent future scenarios.

The spatial scope of this study includes academic and strategic institutions in
Iran, while the temporal scope spans historical developments from ancient
times to the contemporary era. The thematic focus is on the intersection of
women’s roles and cognitive warfare, framed within national security
discourse.

Findings

The results of the study revealed that women's cognitive empowerment or
vulnerability plays a pivotal role in determining the outcome of future
cognitive conflicts. Based on the cross-impact analysis, eight key drivers
were identified, including:

Level of cognitive literacy among women
1. National policies toward gender and media
Access to strategic information
Institutional support for women's empowerment
Cultural narratives and identity construction
Cybersecurity and digital safety
Technological access and usage patterns
7. International discourse on gender and war
Each of these drivers was assigned different states (optimistic, pessimistic,
and status quo), and their interactions produced four distinct scenario
clusters:
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1. Scenario A: “Empowered Guardians” — In this favorable scenario,
women possess high cognitive awareness and are actively supported
by state institutions. They act as soft power agents in countering
cognitive threats, participating in digital diplomacy, narrative
construction, and resilience-building campaigns.

2. Scenario B: “Fragmented Resistance” — Here, despite having
cognitive potential, women face institutional neglect. Grassroots
efforts to resist cognitive manipulation emerge, but lack coordination
and sustainability.

3. Scenario C: “Targeted Vulnerability” — In this crisis-oriented
scenario, women lack cognitive literacy, and state narratives are either
absent or contradictory. As a result, women become primary targets
of enemy manipulation in both virtual and physical spaces.

4. Scenario D: “Instrumental Victims” — In the most alarming
scenario, women are reduced to tools within cognitive warfare by both
adversarial forces and domestic institutions. This reinforces identity
crises and erodes national cohesion.

Findings strongly suggest that cognitive warfare against women is not merely
a cultural or social issue—it is deeply intertwined with national security,
societal resilience, and the capacity for soft deterrence (Nye, 2004). The extent
to which women are cognitively equipped and institutionally supported will
largely determine the trajectory of hybrid threats and responses in the coming
decades.

Conclusion

The study concludes that cognitive warfare represents a new battleground in
which the minds and emotions of women are both vulnerable assets and
strategic levers. Women’s dual status as both targets and agents of influence
necessitates a paradigm shift in national strategy and policymaking. Cognitive
warfare should no longer be viewed exclusively through the lens of media or
propaganda but through a gendered security perspective that recognizes the
transformational role of women.

Policy implications derived from the scenarios include:

e Developing nationwide cognitive literacy programs tailored for
women and youth

o Establishing early-warning systems for detecting cognitive threats
in digital and educational environments
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e Integrating gender-sensitive perspectives into cultural and defense
policies
e Promoting positive role models in public narratives and strategic
storytelling
These measures can significantly enhance society’s cognitive immunity and
enable women to act not as passive recipients of influence but as active agents
of strategic soft resistance.

This research provides a foundational model for cognitive security planning
with a gendered lens and proposes a framework that can guide future studies
and policy interventions. The results not only bridge theoretical gaps in the
literature on cognitive warfare and gender but also offer pragmatic insights
for defense planning, cultural engineering, and future-oriented national
resilience.
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