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Objective: This article aims to develop a framework based on the
principles and components of an ecosystem approach to science and
technology, specifically designed for application in the field of passive
defense. The proposed framework seeks to establish a science and
technology ecosystem that enables policymakers to transform
embedded technological threats into opportunities for advancement.
Methodology: This is an applied research study using a descriptive-
survey method. The research approach is mixed (quantitative and
qualitative). Data was collected from various sources, including
documents, reports, books, and scholarly articles relevant to the topic.
The statistical population includes all experts and specialists,
knowledgeable and experienced in the research topic. Based on
Cochran’s formula and a population of 124 experts, a sample size of 93
was determined and selected using a stratified random sampling
method. For data analysis, a structured questionnaire was employed
using the Interpretive Structural Modeling (ISM) technique.

Findings: Through environmental studies and analysis of the collected
data, 12 principles and 11 key dimensions governing the science and
technology ecosystem in the domain of passive defense were identified.
Conclusion: In addition to highlighting the benefits of the ecosystem
approach, the study proposes a five-layer model for establishing a
science and technology ecosystem. These layers include: knowledge
production, innovation, commercialization, development support, and
socio-cultural impact. The proposed model offers guidance for
policymakers and managers to convert latent technological threats into
opportunities for progress and national resilience.
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Extended Abstract

Background and Objective:

Achieving the objectives of passive defense in the face of complex and
emerging threats requires a comprehensive and integrated approach
that leverages all scientific and technological capacities within a
coherent ecosystem. A science and technology ecosystem is a dynamic
network of universities, research institutions, knowledge-based
enterprises, policymakers, and investors that collaborate to generate
knowledge, foster innovation, and commercialize technologies. This
ecosystem is built upon cooperation, knowledge transfer, financial
support, and the development of advanced infrastructure, serving as a
driving force for sustainable development and national
competitiveness.

The ecosystem approach—emphasizing the interaction among key
actors such as academia, industry, government, and civil institutions—
seeks to mobilize existing capacities in a coordinated manner to
enhance resilience, reduce vulnerability, and strengthen national
capabilities.

This article, while highlighting the benefits of an ecosystem-based
perspective, introduces a five-layered model for establishing a science
and technology ecosystem, comprising knowledge production,
innovation, commercialization, development support, and socio-
cultural impact. Drawing on the principles and components shaping the
science and technology ecosystem, the article presents a framework for
implementing a passive defense strategy that can assist policymakers
and managers in transforming embedded technological threats into
opportunities for advancement.

Methodology:

This applied research adopts a descriptive-survey method within a
mixed-methods framework (both quantitative and qualitative). The
research draws upon a variety of sources, including documents, reports,
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books, and scholarly articles relevant to the subject. The study
population includes experts and professionals with relevant experience
and expertise in science, technology, and passive defense. The
sampling was conducted in two main phases:

1. Expert Panel: Comprising 25 subject-matter experts selected

for exploratory interviews and validation of findings.
2. Statistical Sample: Consisting of 124 qualified individuals
meeting the following criteria:

A. At least 20 years of experience in the relevant field.

B. Holding a Master’s degree or higher in a related discipline.
Using Cochran’s formula and considering the population size and
statistical parameters, a sample of 93 individuals was selected through
a simple stratified random sampling method.
To design the implementation framework for the science and
technology ecosystem in passive defense, expert input was analyzed
using the Interpretive Structural Modeling (ISM) technique. The ISM
process included the following steps:

1. Identification of relevant variables
Formation of the Structural Self-Interaction Matrix (SSIM)
Development of the Initial Reachability Matrix
Derivation of the Final Reachability Matrix
Level partitioning
Construction of the ISM-based model
Analysis of driving and dependence power through MICMAC
(Matrice d’Impacts Croisés Multiplication Appliquée a un
Classement) analysis

No ok~ wd

Findings:
Through environmental analysis and the review of relevant literature,
documents, expert interviews, and feedback, the study identified key
principles and dimensions governing the science and technology
ecosystem in passive defense. The governing principles include:

e Synergy and cross-sectoral collaboration

e A multilayered and holistic approach
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« Prioritization of threats and national needs

« Innovation and future-orientation

o Localization and technological self-reliance

¢ Resilience and sustainability

o Transparency and open knowledge sharing

o Adaptability and flexibility

« Continuous monitoring and evaluation

o Education and training of specialized human capital

o Development of technological infrastructure

e Commitment to a knowledge-based economy
The key dimensions identified are:

e Institutional

« Scientific and research

e Technology and innovation

e Human resources

e Infrastructure

« Financial and economic

o Legal and regulatory

e Cultural and social

e International

e Managerial and strategic

e Security and protective measures

Discussion and Conclusion:

Creating a science and technology ecosystem in passive defense is a
strategic approach to confronting complex and multidimensional
threats. This ecosystem not only helps strengthen national capabilities
in the field of resilience and vulnerability reduction, but also paves the
way for utilizing scientific and innovative capacities in the direction of
security and sustainable development. In this study, by providing a
framework for implementing a science and technology ecosystem,
various dimensions of this approach, including knowledge, technology,
institutions, and cross-sector interactions, were examined. The results
show that the success of this ecosystem depends on the realization of
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principles such as sustainability, flexibility, and synergy. Also,
emphasis on developing technological infrastructure, strengthening
collaboration networks, and creating appropriate operational structures
are key factors in improving the performance of this ecosystem.
However, challenges such as a lack of financial resources, weak inter-
sectoral communication, and limitations in the use of advanced
technologies can slow down the implementation of this ecosystem.
Therefore, it is essential to adopt supportive policies such as
sustainable investment, developing incentive laws, and empowering
human resources.
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