IRI Military Command and Staff University www.dfsr.ir Online ISSN: 2645-7172 Print ISSN: 2588-428x

Quarterly Journal Defensive Future Studies

Metaverse, Virtual Identityand Soft War: Future
Scenarios for Social Security in Iran

Seyed Mohammadsadegh Talebian'™ | “='Seyed Mohammadhosein Badiey

Khamsefard? | “**Gholamreza Godarzi3

1-M.A. in Political Science, Imam Sadiq University, Tehran, Iran. (Corresponding
Author) Email: ms.talebian@isu.ac.ir

2-Ph.D. Candidate in Futures Studies, Imam Sadiq University, Tehran, Iran.
Email: sm.badiey@isu.ac.ir

3-Professor of Industrial Management, Imam Sadeq University, Tehran, Iran. Email:

rgodarzi@isu.ac.ir

Article Info

ABSTRACT

Article type:

Research Article

Article history:

Received:
2025/5/29
Received:
2025/7/17
Accepted:
2025/7/22
Published online
2025/11/22

Keywords:

Futures Studies,
Metaverse, Social
Security, Soft
War, Schwartz
Scenario
Planning.

Objectives: The expansion of the metaverse, while providing a new
platform for interactions and identity formation, simultaneously
poses potential threats to social security. This research aims to
investigate future scenarios for social security in Iran in the face of
challenges posed by the metaverse and soft war.

Methods: In this research, Schwartz's scenario planning method
(GBN) was employed to identify key driving forces and important
uncertainties (the government's approach to the Metaverse and the
extent of soft war influence). through a literature review and expert
interviews

Findings: Four plausible scenarios were developed and analyzed:
Virtual Isolation, Limited Opportunities, Virtual Quagmire, and
Virtual Battlefield. The research suggests that the government's
engagement with the transformative metaverse space necessitates a
policy-driven approach, grounded in collaboration with key decision-
making bodies.

Conclusions: The results showed that the future of social security in
Iran is highly dependent on the approach of policymakers, logical and
coherent decision-making, and the recognition of weakening and
accelerating factors. This research can provide guidance for actors to
analyze the situation.
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Extended Abstract

INTRODUCTION

The metaverse, an immersive 3D virtual space, is creating new paradigms for
social interaction and identity formation, offering unprecedented
opportunities for creativity, innovation, education, and commerce. However,
it also introduces significant challenges to social security, including the
proliferation of disinformation, the promotion of violence and unethical
behavior, illegal gambling, identity theft, infiltration by extremist groups, the
propagation of foreign cultural values, and privacy violations. The formation
of virtual identities, while enabling self-expression and social change, carries
inherent risks of misuse, discrimination, and harassment. This research
addresses the urgent need to analyze the metaverse's impact on Iran's social
security, particularly in the context of soft war threats that can exploit this
new frontier to foster social deviation and weaken societal cohesion. The
study seeks to answer: What are the plausible future scenarios for social
security in Iran concerning the metaverse and soft war? What are the key
factors shaping these scenarios? What strategies can be formulated to address
them?

METHODOLOGY

This study utilized Schwartz's scenario planning (GBN) method to explore
the future of social security in Iran in relation to the metaverse and soft war.
The methodology involved five key steps: 1)ldentifying key driving forces
(political, economic, social, technological, soft war, and legal) through a
comprehensive literature review and semi-structured interviews with 15
experts in IT, political science, sociology, cultural studies, and national
security. 2) Ranking these driving forces based on their "importance” (impact
on social security) and "uncertainty” using a Likert scale and expert
consensus. 3) Selecting the two most critical uncertainties—those with the
highest scores in both importance and uncertainty—as determined by the
expert panel. 4()Developing a 2x2 scenario matrix by combining these two
key uncertainties. 5) Describing each of the four resulting scenarios in detail,
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outlining their primary characteristics and implications. The expert sample
was selected using purposive sampling.

RESULT

The study identified numerous driving forces. Political drivers include the

government's approach to the metaverse (supportive vs. restrictive), the role

of security institutions, the impact of international sanctions, and Iran's

participation in global metaverse standards. Economic drivers encompass

new business opportunities (e.g., virtual commerce, a market , which Gartner

estimates will reach $800 billion by 2024), the metaverse's impact on

traditional employment, and the integration of digital currencies. Social

drivers involve shifts in lifestyle, the formation of virtual identities, the

digital divide, and mental health impacts. Technological drivers include the

pace of metaverse adoption, internet accessibility, and advancements in

virtual identity technologies. Soft war drivers focus on the promotion of

alien cultures and the dissemination of disinformation. Legal drivers concern

the development of relevant legislation and user privacy protection.

Based on expert ranking, the two critical uncertainties were identified as:

1. Government's Approach to the Metaverse: Ranging from
restrictive/blocking to supportive/facilitative.

2. Extent of Soft War Influence in the Metaverse: Ranging from
minimal/controlled to maximal/uncontrollable.

Combining these uncertainties produced four distinct scenarios:

e Scenario 1: Virtual Isolation (Restrictive Government, Minimal Soft
War): The government severely restricts the metaverse. Domestic
development is sluggish, and access to foreign platforms is
limited. Social Security Impact: Reduced soft war threats but
heightened public dissatisfaction and limited economic opportunities.

e Scenario 2: Limited Opportunities (Supportive Government,
Minimal Soft War): The government supports controlled metaverse
development with content filtering to counter soft war. Economic and
social opportunities emerge but are constrained. Social Security
Impact: Relative social security is maintained, but the full potential of
the metaverse remains unrealized.
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e Scenario 3: Virtual Quagmire (Restrictive Government, Maximal
Soft War): Despite government restrictions, soft war influence
intensifies through unofficial channels as users flock to insecure
platforms. Social Security Impact: Increased cybercrime, proliferation
of unethical content, and erosion of traditional values.

e Scenario 4: Virtual Battlefield (Supportive Government, Maximal
Soft War): The government supports open metaverse development,
but extensive soft war infiltration transforms it into a cultural and
political battleground. Social Security Impact: Increased societal
polarization, promotion of violence, and erosion of trust in official
institutions.

DISCUSSION and CONCLUSIONS

The findings indicate that the future of social security in Iran is critically
shaped by the interplay between the government's regulatory approach and
the pervasiveness of soft war. This aligns with Castells' (2009) network
society theory, where the metaverse's communication networks can serve
as tools for social mobilization, prompting governmental control and
creating a tension between freedom and control. The outcomes of the four
scenarios underscore soft war theory, highlighting the metaverse's potential
as a potent medium for ideological propagation. The challenges of virtual
identities also resonate with the social construction of technology (SCoT)
perspective, as their use is shaped by societal values.

This research offers a novel contribution by concurrently analyzing the
technological, social, political, and economic dimensions of the metaverse's
impact on Iran's social security, with a specific focus on soft war threats
and virtual identities. Unlike previous studies, it provides a more holistic,
scenario-based foresight.

Limitations include the inherent uncertainty in predicting metaverse
adoption rates and the context-specific nature of the findings. Future
research could explore the psychological impacts of metaverse use and
gender dynamics in virtual spaces.

Key strategic recommendations derived from the scenarios include:
strengthening intelligence monitoring, developing a metaverse-specific
cyber defense doctrine, fostering indigenous platforms, training specialized
human resources, and enhancing public-private cooperation. These
measures are crucial for navigating the complexities of this emergent digital
frontier while safeguarding national social security.
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