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Background and Aim: This research aims to provide resilience
features for future cyber command and control (C2).

Methodology: The research employs a descriptive method
combining qualitative and quantitative approaches. In the qualitative
phase, data were collected through a review of relevant and credible
documents as well as interviews with experts knowledgeable about
the subject. This data was analyzed using T1 Atlas software and the
content analysis method. The indicators were evaluated across two
dimensions: adaptive resilience and resilient responsiveness.
Indicators with a Content Validity Index (CVI) greater than 0.79
were considered validated. In the quantitative phase, these indicators
were ranked using SPSS software and the Friedman test to determine
the priority of features necessary for achieving resilience in future
cyber C2.

Findings: Resilience in future cyber C2 is categorized into two
dimensions: adaptive resilience and resilient intelligence. A total of
54 indicators were identified across these two dimensions: adaptive
resilience (including accurate prediction and effective resistance) and
resilient response (including effective response and rapid repair and
recovery).

Conclusion: To achieve accurate forecasting and maintain the
integrity of cyber resources, it is essential to utilize automated
systems and artificial intelligence. Key actions include threat
monitoring, fostering cyber mobility, avoiding reliance on a single
system, and promoting diversity among systems to enhance adaptive
resilience. Regarding a resilient response, it is crucial to isolate
vulnerable resources, ensure operational continuity, analyze
incidents, and distribute responsibilities effectively. Additionally,
rapid repair and recovery through fallback, rebuilding, or
replacement strategies, along with the application of survivability
engineering, are vital for addressing cyber incidents.
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Extended Abstract

INTRODUCTION

The rapid adoption of information technologies such as electronics and
telecommunications infrastructure has transformed the operational
environment of military forces and created cyberspace as a global arena
for information exchange (U.S. Department of Defense, 2014:63). Due
to its emerging capabilities, cyberspace has become a significant
enabler of military power for nations and has paved the way to
achieving superior power through advanced cyber technologies.
Despite its extensive capabilities, this space has also introduced new
threats and crises due to its specific characteristics, such as ease of
access (Ghasemi et al, 2023).

Command and control in cyberspace present numerous challenges due
to the uniqueness of this environment and its differences from physical
domains. Traditional structures are ineffective in this space, and the
ease of access to information has increased the potential for infiltration
and disruption by adversaries (U.S. Joint Chiefs of Staff, 2016: 49-50).
Cyber resilience is proposed as a solution to counter these threats,
ensuring the ability of systems to carry out missions even under
conditions of enemy infiltration. This research aims to identify the
characteristics of resilience in cyber command and control for the
future battlefield (US Department of Homeland Security, 2018: 8-10;
Thomas H, Hedgecock, 2021).

METHODOLOGY

This research was applied and conducted with a mixed-methods
approach. Data collection was carried out using both library and field
methods. In the library method, data were extracted and classified from
credible sources such as books, scientific articles, journals, and
websites related to cyber command and control. In the field method,
six specialists with over twenty years of experience in the cyber domain
and command and control were interviewed. For the quantitative
method, the statistical population included 146 experts with at least 15
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years of experience in ICT and cyber defense, from which 106
individuals were randomly selected using Cochran's formula.

In the qualitative approach, content analysis of documents and
interviews was performed using Atlas. Ti software. This analysis
involved identifying both hidden and explicit messages, comparing
data, and discovering internal relationships among them. To confirm
the validity of the tools, the indicators of the questionnaire were
examined by calculating the Content Validity Index (CV1), resulting in
the selection of 54 final indicators from an initial 61, all with a score
exceeding 0.79. In the quantitative analysis, data were collected using
a Likert scale and analyzed with SPSS software. Cronbach's alpha of
0.924 indicated the reliability of the questionnaire, and the ranking of
indicators was conducted using the Friedman test.

RESULTS

Research has shown that cyber resilience in command and control
encompasses four main dimensions: accurate forecasting, effective
resistance, efficient response, and rapid recovery and restoration. These
dimensions were derived through content analysis of documents,
interviews with experts, and data analysis. Accurate forecasting
involves the use of artificial intelligence to analyze and predict cyber
threats and enhance automated and intelligent systems. Effective
resistance focuses on strengthening infrastructures, employing
advanced security techniques, and creating diversity within command-
and-control systems. These findings underscore the importance of
planning and defensive strategies in countering cyber-attacks.

Based on statistical analyses, indicators related to the dimensions of
cyber resilience were ranked. Inaccurate forecasting, indicators such as
assessing the status of cyber resources and utilizing autonomous
systems received high rankings. Ineffective resistance, indicators like
risk management, and the use of advanced equipment scored the
highest. In the dimension of efficient response, indicators such as
preparedness for crisis management and rapid response to threats were
prominent. Additionally, in rapid recovery and restoration, indicators
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such as system reconstruction and the use of survival engineering were
emphasized.

The conceptual model of the research presented the dimensions and
components of cyber resilience for command and control in
cyberspace. This model demonstrated that enhancing forecasting,
improving resistance, increasing responsiveness, and accelerating
system recovery can significantly improve cybersecurity. These
findings are applicable in designing cyber defense strategies,
particularly in military command and control centers. This model can
be utilized to assess the state of cyber resilience in organizations and
provide appropriate solutions to address future threats.

DISCUSSION AND CONCLUSIONS

Resilience in future cyber command and control is the outcome of two
dimensions: adaptive resilience and resilient responsiveness. The most
critical factor for achieving accurate forecasting is the ability to assess
the current status of cyber resources in real time. This is facilitated by
the automation and autonomy of systems enhanced by nonlinear
machine intelligence, which enables automated analysis through
artificial intelligence. On the other hand, to establish effective
resistance, the most important actions include monitoring and
situational awareness of threats, creating mobility capabilities for cyber
assets, avoiding reliance on a single command-and-control system, and
establishing redundancy and diversity within the command-and-
control systems. Therefore, accurate forecasting is achieved, and based
on that, effective resistance is implemented; thus, adaptive resilience in
cyber command and control is established. However, completing the
resilience of cyber command and control requires the existence of
resilient responsiveness. The most important characteristics of the
effective response component in this dimension include the separation
of vulnerable resources, maintaining continuity of cyber operations,
analyzing reported incidents, and distributing responsibilities in the
face of cyber incidents. Another component of this dimension is the
rapid recovery and restoration from cyber incidents, which necessitates
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the use of a restoration strategy. Depending on the extent and type of
damage, one of the strategies of return, reconstruction, or replacement
is selected. The application of the survival engineering principle with a
balanced proactive strategy and an optimized reactive strategy ranks
next in importance in this field.
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